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Fast-track innovation with the added confidence of enterprise data protection.
The acceleration of digital transformation and the need to improve cyber resiliency has increased the priority of digital security
and risk mitigation worldwide. Softtek helps organizations meet the challenge of ongoing cybersecurity threats while we keep
your organization future-fit.

e enterprise's exposure to evolving security threats can jeopardize its
CYBERSECURITY operations, reputation, regulatory & compliance standing, and financial stability.
Softtek’s Digital Security and Risk Management practice strengthens security
THREATS CALL FOR posture by optimizing information security investments. We do this with proven
SECURITY RESET and compliant methodologies for managing enterprise information security risk
at scale

tek's digital security team accelerated our digital transformation
improved our cyber resilience towards any possible security risk.”

Softtek helps organizations reduce risk exposure through a combination of services, including identity & access
management, application security, audit management, infrastructure & cloud security, security monitoring & threat
hunting, incident response, security automation, and security tools operations management.

+ Link your security strategy to business objectives end-to-end and add new
metrics-driven services to optimize and automate processes and mitigate IT risk.

+ Manage regulatory and compliance mandates, protect information assets and avoid reputational risk.
+ Proactively manage IT security defense from ongoing and emerging threats.

SVP of IT - Global CG Conglomerate

Our business-driven approach focuses on designing and implementing
an integrated metrics-driven security architecture. We embed our zero-defect
and automation-first approach, resulting in secure business data and resilient
digital services to operate with assurance and defend customers
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Secure sensitive information. Stay in compliance with
industry regulations and
avoid penalties.
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We focus on the most important information security domains, including identity
and access management, application security, audit management, infrastructure
and cloud security, security monitoring and threat hunting, incident response,
security automation, and security tools operations management, which help
organizations reduce their risk exposure.

SECURITY
SERVICES AND
PRACTICES

Security and Risk
Management

Softtek can design and imple-
ment an integrated metrics-driven
security architecture through a ze-
ro-defect and an automation first
mindset, to protect business data
and digital services from internal
and external threats and attacks.

Security
Operations

Softtek provides an effective,
practical, and industry-aligned
incident response service that
integrates people, processes,
and technologies to improve their
cyber resilience.

I Cybersecurity

\We provide cyber defense opera-
tion monitoring services that help
organizations proactively identify
threats, risks, and abnormal be-
haviors within their networks,

WHAT'S BEHIND
OUR DIGITAL
SECURITY
SERVICES?

\We built our practice to
enhance and automate security
processes by proactively
introducing and fine-tuning
security tools to identify
security issues. We leverage

a continuous root-cause
analysis mindset to harden
cybersecurity posture, going
beyond the surface to help
the enterprise prevent, detect,
predict, and respond to known
and unknown threats.

Identity and Access
Management

We implement policies, frame-
works, and tools to manage digital
identities seamlessly.

Software Development
Security

Softtek protects your applications
in the full Software Development
Life Cycle, providing secure
coding and guidance, supporting
compliance with standards and
legal requirements, and providing
security awareness to the team.

Fraud and Crime
Prevention

Services include products and
consulting activities for money
laundering and fraud prevention
to successfully implement a Fi-
nancial Crime Prevention Frame-
work.

+ Over 20 years of robust
experience tailored to specific
industry needs.

+ Over 16,000 applications tested
- Over 31 billion lines of code

reviewed

+ 325K+ assets monitored to

prevent sensitive data loss

+ 350K+ account management

requests performed annually

+ 24/7 security operating centers

with nearshore flexibility

+ A security partnership approach

to enable customer's business
objectives.

Security Assessment and
Testing

Softtek provides clients with
penetration security services on
demand, including network and
application audits, and helps
organizations build an effective
Penetration Testing Center of
Excellence.

Application
Security

Preserve applications through
data and security privacy, APIs,
and secured application develop-
ment enterprise application.

Protection and Privacy
Program

Invest in improving reputation
and compliance through Softtek's
Protection and Privacy Program—
a set of services and technology
designed to transform and adapt
the company's image with its
customers and associates.

+ We help ensure cyber-security, optimize

processes, and mitigate IT risk through our
metrics-driven service.

- Continuous improvement through KPIs and

SLA monitoring.

+ Our fully integrated, end-to-end security

solutions provide added confidence and
new value.

+ For over 20 years, our mature security

processes have been successfully
operationalized and trusted by our clients
worldwide.

+ Our partnership-first approach leverages

the best-of-breed components through
our solution-agnostic security partnerships,
enabling our customer's business
objectives.

Founded in 1982 by a small group of entrepreneurs, Softtek started out in Mexico providing local IT services, and today is a global leader in next-generation digital
solutions. The first company to introduce the Nearshore model, Softtek helps Global 2000 organizations build their digital capabilities constantly and seamlessly, from
ideation and development to execution and evolution. Its entrepreneurial drive spans 20+ countries and more than 15,000 talented professionals

O O © softtek.com

All Rights Reserved © Valores Corporativos Softtek S.A. de CV. 2022. Softtek, the Softtek logo, Near Shore® and other Softtek products and services mentioned

herein are registered trademarks of Valores Corporativos Softtek S.A. de CV. in USA, Mexico and several other countries.




