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MOBILE SECURITY SERVICES

Are you certain that your mobile applications are secure?

GOING MOBILE: TRENDS FOR ORGANIZATIONS AND THE WORKFORCE

Today, people are on the go, using mobile apps and
devices along the way.

of business information
is now stored outside
firewalls

of business information
is accessed through
smartphones and tablets

28%

As the mobile trend picks up speed and organizations adopt

a BYOD program, a new set of security challenges forces IT
managers to renew existing security policies to include activities
such as multi-factor authentication among others.

* Source: Symantec’s 2012 State of Information Report

SOFTTEK’S MOBILE SECURITY TESTING SERVICES

Softtek’s tried and true Security Practice has conducted studies ll" 22% of mobile applications have SQL

to analyze the most common security vulnerabilities found in : . RS -
software applications, to help customers keep current with In]ectlon and/or Cross-Site Scnptmg

potential threats. vulnerabilities; these are also the
How do you ensure that your application§ are protected most common vulnerabilities in
and that security flaws detected later on in the Software . .

Development Life Cycle are not raising your operational costs? web apphcatlons and the most

commonly exploited.

l 27% of mobile applications contain
' ’ High/Critical security vulnerabilities.

* Source: State-of-the-Art Software Security Statistical Report by Softtek Information Security Practice



SOFTTEK CAN HELP YOU ENABLE YOUR MOBILE INITIATIVES
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Organizations tend to overlook the
definition of a mobile security strategy
before starting their mobile development
efforts. Based upon our experience, we . . . .
strongly suggest taking into consideration Mobile SGCUI'Ity TeStmg Solutions
technology, market trends, platform and

application type; all these components will s Cod Web Senvi Olient Cod
help us to identify the potential securit erver Lode €b Services ient Code
th rsats and will aﬁovv ol:r)ganizati ons to v (Data stored in server) | (Data transferred) | (Data stored in device)

define a mobile security posture.

Softtek’s mobile security testing solutions * Automated and Manual Dynamic Assessment
enable you to reduce the IT risk associated e Automated and Manual Static Assessment

with the number of critical and high e Remediation and Support
vulnerabilities in your application by

detecting them earlier in the Software e Secure Software Development Consultancy
Development Life Cycle, hence minimizing
the number of vulnerabilities in production
environments.

; Leveraging over 12 years of experience in delivering Information Security
SOfttek Informatlon services, our team of 170+ specialized security professionals has broad
Secunty PTaCtICG experience in application and supplier security assessments, process and

account audits, security policy reviews and updates, metric and report
generation and security awareness, among others. As the demand for
security services around the globe continues to rise, we continue to train
and expand our team, so that we can stay on top of our customers’ needs.
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lower costs of existing applications, deliver better engineered and tested applications, and produce
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its trademarked Global Nearshore™ service delivery models, Softtek teams with CIOs to constantly
increase the business value of IT. Softtek is the creator and a leader of the nearshore industry.
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